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Abstract. The requirement for computing in the cloud has been steadily growing over 

the course of the past few decades, which has led to an increase in the amount of 

attention that has been given to it ever since its inception. The use of cloud computing 

comes with a range of benefits, some of which include an improvement in 

productivity, a reduction in overhead costs brought on by centralization, and the 

flexibility to work from any location as long as there is an Internet connection. The 

privacy and safety concerns that come along with cloud computing, which is been a 

core research interest on this survey. The study identifies various existing solutions to 

the security issues that involves the use of authentication. From numerous 

authentication models used in cloud service models and cloud deployment models, 

this study seeks to resolve questions about data security. The study also provided the 

suggestions to secure the privacy of data and verifying their authentication with a 

third-party service provider. 
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1. Introduction 

 
The Internet has been a major motivation for the development of many different kinds 

of new technologies. The idea of cloud computing has received the greatest attention, 

but there are many other possibilities. With its promise of substantial cost savings and 

new business prospects for both its customers and its suppliers, the cloud computing 

paradigm has become a trend in the IT industry [1]. In the information technology 

sector, the adoption of the cloud computing paradigm has been a trend in recent years. 

The client is freed from normal challenges like software upgrades thanks to the cloud 

flexibility and highly automated operations [2]. Additionally, hardware and 

maintenance costs are reduced, and users may access their data from anywhere in the 

globe. The phrase cloud computing is used to describe a service delivery model in 

which several consumers can share and quickly utilize a large pool of elastic computer 
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resources. The service provider has minimal to zero involvement in the system 

management or control under this paradigm [3].Users of such a system would not 

have to buy the underlying technology in order to take advantage of a wide range of 

computer services. In reality, they are available from any computer, anywhere in the 

world. Thanks to its great scalability and multi-tenancy features, this computing 

approach provides more flexibility than its predecessors. Rapidly deploy, allocate, and 

reallocate resources while monitoring their performance [4]. 

The level of safety afforded by a brand-new computing system is a major 

component in determining its eventual success. The security of the cloud provider 

servers and the data that is stored on those servers, including protection against theft 

and unauthorized access, is guaranteed. However, if our internet connection goes 

down, we won't be able to access the information we have saved in the cloud. Since 

cloud architecture involves replicating client data across multiple servers, the physical 

location of the core data storage facility is immaterial. On rare cases, their defenses 

have been breached, causing widespread outages that have lasted for hours at a time. 

At least half a dozen security breaches have been discovered in the past year, exposing 

the underlying issues in the security paradigm used by most of the major cloud service 

providers (CSP). When discussing cloud computing, privacy is defined as the ability 

of an entity to control what information about itself it provides with the CSP and 

regulate who has access to that information [5]. 

Security problems are more numerous in a public cloud setting than in a 

private cloud one. Many different kinds of software, including virtual machines and 

virtual machine monitors, can coexist on a public cloud. The proper functioning of 

these parts and their connections to one another are crucial to the security of the cloud. 

For client-side and server-side protection to function, it is important to know where 

security threats can come from and how to stop them; however, in a public cloud that 

allows multiple tenants to use a shared environment, the number and variety of 

security threats increase as the number of users in the cloud grows [6]. 

In this paper, we study identifies various existing solutions to the security issues that 

involves the use of authentication. From numerous authentication models used in 

cloud service models and cloud deployment models, this study seeks to resolve 

questions about data security. The study also provided the suggestions to secure the 

privacy of data and verifying their authentication with a third-party service provider. 

 

2. Modern Security Issues 
 

Security issues include data breaches, exploited system vulnerabilities, hacked APIs, 

malicious insiders, illegal access to user accounts and denial-of-service (DoS) attacks 

have received a lot of attention in recent studies. Examples of such problems (threats 

and attacks as in Figure 1) include, but are not limited to the following: 



Attacks 

• Path Traversal Attack 

• Sniffing Attack 

• Resource Manipulation 

• Embedded Malicious Code and so on 

Threats 

• Tampering 

• Spoofing 

• Information disclosure 

• Repudiation 

• DoS/DDoS 

 

 

 
 

   

 
 

Figure 1: Classification of Cloud based on attack and threat 

 

2.1 Data breaches 

 

It is common for users who save information in the cloud to worry that it could be 

stolen. The unauthorized access, disclosure, reading, or use of personally identifiable 

information, such as a financial account or identification number, constitutes a data 

breach [7]. Intent disclosure is another type of data leak. Whether or not a single 

method of control can effectively stop data breaches remains to be shown. 

Implementing common sense security procedures is the most effective method for 

preventing data breaches. Use of strong passwords, regular software updates, and 

regular vulnerability and penetration testing are all examples of well-known and 

critical security processes. A hacker who manages to breach the system safeguards 

will still be unable to access any encrypted information. 

 

2.2 Hacked interface and application program interfaces 

 

Accessing the service requires making use of an application programming interface 

(API), often known as a user interface. Reason being, it a program that can be 

controlled from a far [8]. Even while this interface provides vital security, it can be 

compromised because some APIs grant access to the system being used by the cloud 

customer, and every system has its own vulnerabilities. Keeping your software and 

services up-to-date with security patches is crucial for this reason. 

Several questions are raised by the fact that this is happening behind closed doors. 

Whether or not the customer is aware that a hack has occurred, it is essential to 

determine what data was stolen and where the security hole in the cloud system was 

located. Even though many of the safeguards may seem vague or unneeded, knowing 

about security and cloud providers is vital if you want to keep your data safe. 

 

2.3 Account hijacking 

 

In this context, cloud account hijacking refers to an attack in which a third-party gains 

access to victim cloud storage without the victim knowledge or consent. To steal 

private data, this level of access is necessary. Gaining access to victim cloud storage is 

a typical method of impersonation. The hacker then uses the victim credentials to 

access the account and commit fraud or other criminal acts [8]. Attackers generally 

utilize stolen credentials to pose as the account holder of a cloud service after taking 

control of the service.  

 

 

 

 

Cloud Components 

• Web Server 

• VM 

• OS 

• Data Sources 

• Applicaiton 



The availability, confidentiality, and integrity of a cloud service may be compromised 

if an attacker used stolen credentials to gain access to its most critical parts. Data 

security platforms and multi-factor authentication are simply two of the numerous 

feasible options for protecting cloud-stored information. One can take a variety of 

extra measures to ensure their safety. The vast majority of today apps necessitate the 

use of some sort of password, whether it be a static passphrase or a dynamic one-time 

pass code (OTP) sent to the user phone or other device. Investment in security 

solutions that can safeguard data in the cloud and on mobile devices should be a top 

priority for any business worried about the threat of data theft. One important element 

of cloud security is the option to encrypt data in transit. Cloud computing hazards can 

be handled by businesses if they are managed in this comprehensive and data-aware 

manner. 

 

2.4 Malicious insiders 

 

The term malicious insider refers to an individual who knowingly compromises the 

security or privacy of a system by using their authorized level of access. A business 

associate can be a current or past employee. The term malevolent insider refers to a 

person who, while working for a corporation, has unauthorized access to the 

organization data, network, or systems and then leaks the information. A hostile 

insider may have been motivated by vengeance, compulsion, ideology, ego, or the 

desire to enrich oneself financially through intellectual property theft or industrial 

espionage [7]. The degree to which employees are able to understand and use the 

information that is conveyed to them will play a role in the prevention of harmful 

insiders. This includes organizations, systems, cultures, and business processes. 

Malicious insiders may be hard to spot since they already have access to critical 

systems and are familiar with operational processes. The likelihood of a business 

being harmed by a hostile insider can be reduced by implementing measures such as 

portable storage, outgoing emails and files, strong password requirements, multi- 

factor authentication, access controls, and so on. 

 

2.5 Distributed denial-of-service attacks 
 

Distributed denial of service attacks poses serious hazards to cloud service providers 

and their consumers, such as the disclosure of private data. In a distributed denial of 

service attack, hundreds or even thousands of software bots work together to 

overwhelm a single website. A DOS attack is a type of a distributed denial of service 

attack. These bots are designed to flood a server, network, or application with 

requests, packets, or messages [8]. The provider needs a strategy and effective DDoS 

prevention and mitigation solutions to protect it-self from such attacks. The supplier 

must enforce an extensive security plan to safeguard the various layers of the 

infrastructure. 

A security scheme will involve the implementation of a complete security strategy that 

includes measures to avoid and recover from denial-of-service attacks, protect 

network infrastructure, and maintain robust network architecture. One of the most 

effective methods of averting attacks is the identification of potential attackers. Since 

DOS attacks can take numerous forms, it crucial to be able to recognize their 

hallmarks when they manifest. 

The discrepancy does not appear to be all that serious, it should be remedied as 

quickly as humanly possible. An organization that wishes to take use of the advanced 

protection technologies provided by its ISP, data center, or security vendor has to 

understand not just how its own equipment can detect threats at the network and 

application layers, but also at the physical level. 

 

3. Reviewing Authentication Techniques 

Object identification was identified to be a system-wide security issue after examining 

its effects on the application, network, and transport levels (perception, network, and 

application). This highlights the significance of utilizing reliable authentication 

techniques in placing the groundwork for good communication. 

 

 



 

 

3.1 Authentication in Cloud-Centric Environment: 

 

Having many agents handle authentication helps lighten the strain on the cloud server, 

as seen in [6]. User devices need to be registered with an authentication server before 

they may perform client-side identity validation. User IDs are encrypted both on the 

server and on the client to provide utmost security. 

It is of no secret that cloud services are crucial to the functioning of the IoT [13] 

because to their flexibility and scalability. To ensure that users can safely access cloud 

services, numerous authentication mechanisms have been developed. 

In [14], a system for authentication based on a shared secret is proposed; the 

user, the target server, and the ID provider server each play important parts. Separate 

messages are sent from the ID provider to the user and the destination server, each 

with a different set of hashed values. The user and the target server then enter a phase 

of mutual authentication. In this step, the latter uses one-way hash and XOR 

operations to verify the former identity. 

Authentication methods that use many factors were proposed in [13]. User identities 

are checked at two stages after they sign up. In this first phase of the security 

procedure, the user credentials are checked (login name and password). If this 

verification passes, the second stage of authentication will begin, during which the user 

will be presented with a fake server-side interface and asked to complete a 

predetermined set of actions (such as a menu selection or mouse clicks). 

In [14], a novel approach to mutual authentication based on identifiers is 

given using elliptic curve cryptography, sometimes known as ECC. Before starting the 

initialization procedure, the authentication server will pick default values for all of the 

ECC generic parameters. After the user has registered, their smartcard will be 

generated by the authentication server based on their ECC preferences and password. 

The next step is for the user and the authentication server to verify their identities with 

their respective smartcards and passwords. 

The user authentication system presented in [15] is designed to function 

across many servers. If a customer chooses to follow this technique, they will only 

need a single set of credentials to access all of their accounts across all of their cloud 

service providers. The process has essentially three distinct phases. Relying on a 

random value as its master private key, the trustworthy Smart Card Generator (SCG) 

subsequently calculates the corresponding public key and generates all of the public 

parameters. Thereafter, it is mandatory for users and service providers to register with 

the SCG. Once the SCG has the IDs, it will use the identities to create private and 

public keys. When that happens, authentication will be the sole responsibility of the 

users and the service providers, with no further involvement from the SCG. 

For inter-cloud authentication, the method described in [15] employs a user- 

identity-based hierarchical paradigm. This is done so that users who are accessing data 

from different clouds can be verified as legitimate. Initially, both individuals and 

businesses using the cloud will need to create an account in a broker database. A user 

credentials will be required to gain access to any of the affiliated businesses in the 

cloud. The user position in the cloud hierarchy will be used to determine their unique 

identifier. After a parent CSA requests authority evidence from the broker repository, 

the broker generates a private key, and both the private key and the authority proof are 

returned to the user, the user is regarded to have authenticated. 

Using inter-cloud SSO as its basis, where the authentication method [15] is 

created. If a user authenticates via SSO, they will be granted access to a resource that 

exists in many clouds. A cloud service must first register with the inter-cloud 

management and then document the resources it has available before it can participate 

in the inter-cloud network. It is proposed that all cloud-based user accounts be linked 

as part of SSO. When employing this method, the accounts are linked by means of a 

proxy certificate. 

 

 

 

 

 

 

 

 



3.2 Resource Constrained Authentication: 

 

Biometric identifiers, such as fingerprints, can be used for authentication in resource- 

limited device contexts [17]. The base station then creates a master card using the user 

biometric information and sends it to them in a safe, encrypted transmission. The card 

can then be used to gain access to the user account. Third, the user establishes their 

identification within the system by checking in at a terminal and providing smart card 

and biometric data. After the smart card has confirmed the user identity with biometric 

data, the user can enter a password to get access to restricted areas of the card features. 

The final part of the authentication procedure involves the base station hashing the 

user credentials. 

Using IDs for authentication is covered in [16]. Similar to biometric 

authentication, users must initially register at the base station before receiving 

credentials like a smartcard. The user identification is verified, however not through 

the use of biometrics. Because authentication is based on the user registered identity 

and credentials, no additional software or hardware is required on the devices used by 

the user to access the service. 

Two distinct phases, known as offline and online, make up the ID-based 

authentication strategy outlined in [19]. When the network is offline, each node still 

keeps a record of the base station public key and some basic configuration settings. A 

node trust value, which is computed at each node and verified by the network, must 

also be stored at the base station. The online phase, in which mutual authentication 

takes place, can begin once the offline phase is finished. The public key of the sink is 

used to encrypt the trust value and nonce of a sending node. By decrypting the 

message with the sink public key, the trust value of the node may be checked once it 

reaches the sink. 

After joining the network, every sensor node is given the unique identifier of 

a trusted neighbouring device [19]. Each authenticated node collects information from 

its neighbours, adds it to the total, and then sends the information on to the sink node 

via its aggregators for processing. Authentication occurs at a sink that keeps track of 

the node identifiers that are bound to the authentication scheme. After the 

authentication was completed successfully, the data was sent to the correct recipients. 

The authors in [20] provide authentication options that only function in one direction 

at a time. This approach requires two separate offline phases to preload the identities, 

private keys, and master key for the sensors into the network nodes. Each sensor must 

also calculate a trust value and securely transmit it to the central node. The second of 

two further digital phases involves sensors registering their identities with a governing 

body. By delivering a hashed version of their identification and a hashed version of 

their trust value to the base station, they can do this. Unlike the ID-based 

authentication methods previously described, in which the base station generates the 

credentials for the nodes, the nodes themselves provide the trust value that serves as 

their authentication token. 

Provide reciprocal authentication between communication nodes by using 

their unique identifiers to generate a shared secret key [21]. This strategy is mostly 

comprised of mobile devices, sensors, and gateways. The sensors in a single domain 

are managed by a single gateway. As a means of accomplishing this, it collects and 

stores sensor identifiers that are specific to each sensor in the domain in question. To 

further guarantee smooth inter-domain communication, it also stores the identifiers of 

all other gateways. Each sensor has its own distinct ID, and the IDs of the sensors that 

are physically close to it are also stored on the sensor itself. The gateway ID is also 

loaded in advance during the ID setup procedure. Before a network is activated, secret 

keys are generated using the identifiers of the individual nodes to encrypt all of the 

communications between the nodes. When verifying a user credentials, a gateway 

checks the credentials of the mobile device to see if it is authorized to use the sensor. 



 

A new ID will be created by the gateway and transmitted to the sensor if this is the 

case. It will be combined with the sensor secret key to verify the sensor identity. If 

you don't do this, the gateway won't make a new number for you. 

The authentication method described in [22] is an enhancement of the COAP 

protocol that enables safe data transfer between the client and the server. Four-way 

handshake interactions are used to complete the authentication process. In these 

exchanges, the client and the server both utilize a secret key known only to the other. 

The client will initially share its ID with the server. After the message has been 

received by the server, it will decrypt it, produce a session key and nonce, encrypt it 

with the pre-shared key stored in the lockup table, and send it back to the client. 

Furthermore, the authors [23] propose an ECC-based authentication 

mechanism. Two common models for resembling dependable authorities are the 

Home Registration Authority (HRA) and Registration Authority (RA). When the 

target object notices an attempt at access, it sends a request for authentication to the 

RA. To confirm the user identity, the RA will ask for the ID and start a conversation 

with the HRA. The HRA confirms the user identity to the RA so that the RA can 

continue. After all checks are complete, the RA will provide a session key based on 

ECC that can be used in subsequent communications with the user. 

User authentication through ECC is proposed in [24]. All of the publicly 

available parameters of the elliptic curve will be determined by the base station during 

the initialization procedure. The predicted parameters are also used to produce public 

and private keys for the sensors, which are subsequently spread securely over the 

network. If the check passes, then Node A can start exchanging data with Node B. 

Networks are layered, with a layer manager and one or more cells constituting each 

layer, as described in [25]. The network is composed of these cells. The cell manager 

coordinates the flow of information between cells. This study has the option of 

directly or indirectly completing the authentication process. Direct authentication 

requires all nodes inside a cell to have knowledge of each other certificates in 

advance. Nodes that want in-direct authentication must get in touch with the cell 

manager to request their peer certificate. 

 

4. Problem with Existing Authentication Techniques 

The research was conducted to illuminate the many holes, attacks, and threats that 

limit widespread adoption of cloud computing. We examine some of the more 

concrete security concerns that come along with cloud computing. By delivering a 

complete review of these concerns, it was made evident how vital it is to learn about 

the security issues in the architecture of cloud computing and come up with good 

approaches to remedy them. 

While the concept of cloud computing is still in its infancy, it already 

includes common computer components such as client devices, networks, security 

systems, and server farms. The increasing demand for data processing and storage 

means that cloud computing will rise to prominence. With the advent of 5G 

connectivity, IoT devices, and smart cities, this is more important than ever. Due to 

the altered nature of modern business settings, it is necessary to consider a greater 

variety of threats. 

Businesses have had a hard time seeing new security threats in recent years 

because they lacked visibility into the scope and distribution of their data and 

workloads. The low profile is to blame for this. Many issues, including data 

duplication, late threat discovery, degraded data security, and noncompliance with 

regulatory standards, plague security firms that lack access into the underlying cloud 

architecture. Lack of understanding of the cloud underlying structure can lead to these 

issues. 

Not only should you take every precaution to protect the security of your data 

on the cloud, but you should also take measures to ensure that your cloud 

infrastructure is secure from any and all threats. There has been a lot of study devoted 

to figuring out how to fix the cloud security issues. However, many problems remain 

unanswered, and they must be resolved before a trustworthy cloud infrastructure can 

be provided. 

 

 

 

 



There are common concerns about the safety of cloud-based 

communications, networks, data privacy, apps, and web services at the outset of cloud 

computing. These worries are widespread. Using a resource pool, implementing 

virtualization, and housing several tenants all present novel security challenges. 

Although a wide variety of services and resources can be accessible via the 

cloud, the level of security applied to each will vary depending to the importance and 

vulnerability of the data it stores. In cloud computing, the question of how to protect 

the confidentiality of computation results has yet to be resolved. The vast majority of 

this information is encrypted before being saved. The data is encrypted at rest; 

however, it does not mean all operations are carried out on encrypted data. Many of 

the calculations might be performed with only the textual information. Temporary 

data memory on either the internal or external CPU can be compromised. 

This motivates the researchers to work toward a comprehensive answer for 

protecting user data at every stage of its processing life cycle. When it comes to 

protecting private information stored in the cloud, it not enough to only have a 

solution for the issue of insider threats. By utilizing cloud computing, users can gain 

access to a plethora of previously unavailable options. But none of the options are 

adequate to deal with the insider threat in a proper manner. The purpose of this 

emerging field is to figure out how to spot cloud-based insider threats. In this 

hypothetical situation, an indication is created to aid in the identification of insider 

attacks. In the long run, using this metric will improve cloud safety. 

Understanding how to distinguish between beneficial and dangerous 

individuals is another issue that has not been fully addressed in the cloud. More and 

more commonly, AI and machine learning are being integrated into security platforms 

to automate operations and provide a better level of intelligence in identifying if a 

threat is internal or external. By comparing the current activity in the cloud to 

historical norms, analytics of user behavior might aid in finding vulnerabilities. This 

can aid in the identification of any unusual occurrences. 

Many businesses, however, are unaware of the gap in cloud security 

awareness and hence severely under-estimate the risks that exist in the cloud at the 

present time. An organization reputation and bottom line are both at stake if cloud 

accounts are compromised or sensitive information is exposed. A prudent strategy for 

automating defenses and enforcing rules controlling data governance is to invest in 

cloud cyber security solutions that leverage automation to supplement limited human 

resources. 

One simple application of the strategy is this. Organizations might potentially save 

time and improve their ability to identify and categorize risks by automating the data 

collection using behavioral analytics. As a result, they are better able to manage risks 

in general. 

  
Table 1a: Comparative Analysis of various authentication techniques using  

SHA-256, MD5 and SHA-512 

Properties SHA  256 MD5 SHA 512 

Key length Static Static Static 

Transmission cost More More More 

Massive data No No No 

Dynamic key No No No 

Static key Yes Yes Yes 

 

  
Table 1b: Comparative Analysis of various authentication techniques using 

QCP ABE, SHA-1024 and Whirlpool 

 

Properties QCPABE SHA-1024 Whirlpool 

Key length Variable Static Static 

Dynamic key   Yes No No 

Massive data Yes No No 

Transmission cost Less More More 

Static key Yes Yes Yes 

 

 

 

 

 

 

 



5. Conclusion 

Organizations today make greater use of cloud services than ever before. Due to their 

scalability, resource adaptability, and novel chances for collaboration, these services 

present a potentially game-changing possibility to speed up business activities. 

Companies, organizations, and even entire countries can reap several benefits from 

adopting cloud computing. Despite the many benefits, cloud computing also comes 

with a number of serious security threats. Security is the greatest obstacle to 

widespread use of cloud computing. The focus of this study is on identifying and 

characterizing any and all security vulnerabilities that may exist in the cloud 

computing setting. The study survey a modern security framework to see how they cut 

down on potential entry points. This is done to increase the possibility of security and 

reduce the possibility of attack. 
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